
 

Check if the document is available
in the language of your choice.

HPE EZMERAL DATA FABRIC MULTI-SITE 
ON-PREMISES AND CLOUD INTEGRATION 
Leveraging Microsoft Azure 

 

 

 

 

 

 

 

  

Technical white paper 

 

https://psnow.ext.hpe.com/collection-resources/a00109823ENW


Technical white paper  

 

CONTENTS 
Introduction ................................................................................................................................................................................................................................................................................................................................. 3 
Solution components .......................................................................................................................................................................................................................................................................................................... 3 

HPE Apollo 4200 servers ........................................................................................................................................................................................................................................................................................ 3 
Microsoft Azure ................................................................................................................................................................................................................................................................................................................. 4 
HPE Ezmeral Data Fabric......................................................................................................................................................................................................................................................................................... 4 

Environment Overview...................................................................................................................................................................................................................................................................................................... 4 
Azure Cloud details ........................................................................................................................................................................................................................................................................................................ 4 
Multi-site connectivity configuration ............................................................................................................................................................................................................................................................. 5 
Deploying HPE Ezmeral Data Fabric on Azure................................................................................................................................................................................................................................. 12 
Establishing multi-site HPE Ezmeral Data Fabric secure trust relationship ........................................................................................................................................................... 13 

Global data share on multi-site on-premises and Cloud HPE Ezmeral Data Fabric .............................................................................................................................................. 13 
Multi-site global namespace .............................................................................................................................................................................................................................................................................. 13 
Single Pane of Management .............................................................................................................................................................................................................................................................................. 14 
Mirroring ............................................................................................................................................................................................................................................................................................................................... 14 

Summary ..................................................................................................................................................................................................................................................................................................................................... 14 
Resources and additional links ............................................................................................................................................................................................................................................................................... 15 
 

 



Technical white paper Page 3 

 

EXECUTIVE SUMMARY 
Today, modern enterprise applications have diverse data needs that can lead to the creation of many data silos. The challenge of deploying 
and managing multiple data silos on-premises and in the cloud creates hurdles in accessing data and deriving insights from it in a timely 
manner. To counter these challenges, organizations easily fall into the trap of choosing many point solutions, and not think about the 
foundational importance of a data fabric. These point solutions add management complexity, fail to make data usable, and are difficult to 
manage access control and data security.  

HPE Ezmeral Data Fabric is optimized for mission-critical capabilities, linear scalability, elasticity, and the ability to deploy seamlessly in a 
hybrid cloud world. It is ideally suited as a platform for integrating on-premises and cloud deployments.  

The solution featured in this technical white paper demonstrates how HPE Ezmeral Data Fabric and Microsoft Azure together can offer data 
sharing that enables global distributed teams to gain insights quickly and efficiently.  

Target audience: Presales consultants, solution architects, storage operators, data center managers, enterprise architects, and deployment 
and implementation engineers.  

Document purpose: The purpose of this document is to integrate an HPE Ezmeral Data Fabric deployment on the Microsoft Azure cloud 
with an existing on-premises HPE Ezmeral Data Fabric cluster to create a hybrid deployment.  

This technical white paper describes a solution deployment performed by Hewlett Packard Enterprise in October 2020. 

INTRODUCTION 
Modern workloads demand the need for enterprises to quickly connect to their data. Enterprises now span beyond the centralized core/on-
premises data center. Due to distributed teams, they have multi-sites around the world. Each location can have purpose-built deployment 
types that range from edge architectures to core/on-premises environments and cloud deployments. A hybrid approach with core/on-
premises environments and the public cloud is essential to support modern workloads and globally distributed operations. 

On-premises environments let enterprises keep complete control of their infrastructure and assets. At the same time, public cloud offers an 
easy setup with infinite resources at disposal and a deployment time in minutes. Despite the ease of deployment, lack of integration with on-
premises environments leaves enterprises with multi-site data silos that lead to more complexity and inefficiency. To fully harness the multi-
site hybrid approach, data needs to remain accessible regardless of location. The HPE Ezmeral Data Fabric platform provides a software 
layer of abstraction, eliminating possible data silos. With integration of the HPE Ezmeral Data Fabric with multi-site on-premises and cloud 
locations, clusters can synchronize regardless of the location enabling enterprises to create a global fabric with a single namespace and can 
burst into the cloud for temporarily increased workloads. Enterprises can also use efficient cloud data stores while mitigating data gravity 
risks and enable edge-to-cloud deployments. This technical white paper provides an overview of how to set up and configure an HPE 
Ezmeral Data Fabric multi-site on-premises and cloud deployment using Microsoft Azure.  

SOLUTION COMPONENTS  
This section provides details on each major component incorporated into the solution. 

HPE Apollo 4200 servers 
On-premises data centers are constantly collecting data at an accelerated rate while having to handle unstructured data and Big Data 
workloads. The ability to grow out their storage and compute infrastructure when necessary thus becomes critical for these data centers.  

The HPE Apollo 4200 Gen10 server is designed with an optimal amount of storage and compute capacity. Systems come equipped with the 
latest generation of Intel® Xeon® processors and are ready to handle modern workloads. Up to 28 Large Form Factor drives or 54 Small 
Form Factor drives can be supported. The HPE Apollo 4200 server can be configured with a mix of both SSDs and HDDs, getting the 
system close to a petabyte of storage. With its 2U design, it saves data center space and is easily serviceable.   

In this solution five HPE Apollo 4200 Gen10 servers were used, each equipped with a total memory of 192 GB.  

Details on HPE Apollo 4200 Gen10 servers can be found at hpe.com/apollo. 

  

https://www.hpe.com/us/en/ezmeral.html
https://www.hpe.com/us/en/compute/hpc/apollo-systems.html
https://hpe.com/apollo
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Microsoft Azure 
Enterprises use the public cloud for its flexibility and ease-of-use. Cloud infrastructure bears no upfront costs and is quickly deployed 
without the administrative overhead. 

Hewlett Packard Enterprise and Microsoft have a long-standing partnership and are jointly offering hybrid cloud computing through 
Microsoft Azure and HPE infrastructure and services. Azure is one of the leading enterprise-grade cloud providers in the world. 

In this solution five Standard E8as_v4 Azure Virtual Machines were used as nodes to create the HPE Ezmeral Data Fabric cluster. These 
VMs had 64 GB of memory—the standard memory requirement for an HPE Ezmeral Data Fabric node. More details about standard node 
requirements can be found at HPE Ezmeral Data Fabric 6.2 Documentation - Cluster Hardware under the “Standard Compute/Storage 
Node” section.  

HPE Ezmeral Data Fabric 
As modern workloads continue to expand from edge to core to cloud, the need for data to be fully accessible regardless of location 
increases. Global data access complicates data management and governance. Access to the data must be limited to the appropriate teams 
and the data governance rules will likely vary depending on where the data is being accessed or processed. 

Enterprises need a scalable storage platform that has the flexibility to leverage cloud, offers multiple on-premises and small sites, and 
provides global access, protection, and management for all sites. HPE Ezmeral Data Fabric was built to handle the challenges of data at scale. 
This unified system removes the complexities of data movement and transformation, enables a broad range of APIs, and provides access 
mechanisms from POSIX, NFS, HDFS, and Kafka. In the HPE Ezmeral Data Fabric everything shares a global namespace, provides a unified 
way to manage, and has uniform control of access of teams and end users. Being infrastructure agnostic, HPE Ezmeral Data Fabric has the 
flexibility to run on private or public clouds, on-premises, and at the edge. 

ENVIRONMENT OVERVIEW 
Two separate lab environments were used to deploy two instances of the HPE Ezmeral Data Fabric, as illustrated in FIGURE 1. One cluster 
was created at HPE’s Houston on-premises core data center. The other HPE Ezmeral Data Fabric instance was created in the Microsoft 
Azure public cloud.  

 

FIGURE 1. Environment overview 

The Houston on-premises HPE Ezmeral Data Fabric cluster was named “my.datafabric.lab” and the HPE Ezmeral Data Fabric cluster 
deployed in Microsoft’s Azure Cloud was named “my.datafabric.cloud.“ 

Azure Cloud details 
Each VM was created with attached disks to be used as storage for the HPE Ezmeral Data Fabric. Two standard SSD 128 GB drives and six 
standard HDD 256 GB drives were attached to each VM as recommended by the HPE Ezmeral Data Fabric documentation. The attached 
disks were chosen according to customer needs. Different sized disks can be selected as the Data Fabric supports storage tiering. 

https://docs.datafabric.hpe.com/62/AdvancedInstallation/PlanningtheCluster-hardware.html
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Each VM’s OS disk size was expanded to 300 GB. This is necessary to accommodate the disk partitions the HPE Ezmeral Data Fabric 
installation will create. A more in depth explanation of how the disk space is used can be found at HPE Ezmeral Data Fabric 6.2 
Documentation - Memory and Disk Space under the “Minimum Disk Space” section. 

Each node was running on CentOS 8.1. A list of operating systems that the HPE Ezmeral Data Fabric supports can be found at 6.x Operating 
System Support Matrix. 

Multi-site connectivity configuration  
As seen in FIGURE 1, a Site-to-Site VPN IPSEC tunnel is used to establish secure IP connectivity between the on-premises site and the 
Azure site. From the on-premises site, a validated VPN device will be used to connect to Azure. In Azure, various resources will need to be 
deployed to establish connectivity. It is important to configure secure IP connectivity between sites for data security.  

Multi-site configuations requirements 
First and foremost as mentioned above, a validated VPN device is needed to establish the Site-to-Site VPN connection. TABLE 1 contains 
the connectivity information that you need to obtain for the on-premises site to communicate with the Azure environment. Also listed are 
the required on-premises details needed during the Azure site configuration to be able to establish communication. If not privy to this 
information, contact the on-premises network administrator. 

A list of validated VPN devices and device configuration guides compatible with Microsoft Azure can be found at  
Microsoft Documentation - About VPN devices. 

TABLE 1. Required connectivity information for secure IP 

Azure connectivity information 
(used in validated VPN device) 

Validated VPN device connectivity information 
(used in Azure environment) 

Azure Public IP  

Azure VNet address space  

 

On-premises IP address range 

The external Public IP the validated VPN uses  

Shared key (PSK) from the validated VPN device  

IKE Protocol used ( IKEv1 or IKEv2) by validated VPN 
device  

 

Creating the Azure site network resources 
In Azure, any deployed resource needs to be associated with a Resource Group. A Resource Group is thought of as a container and holds 
any resources deployed. Under each Resource Group, a summary of all deployed resources can be seen. All resources used in this solution 
were deployed in the Resource Group created named “ezmeral_datafabric_azure.” To establish the Site-to-Site VPN connection, several 
resources are required. The following steps are in the order the resources need to be deployed. 

1. Creating a Resource Group  

2. Creating a virtual network  

3. Creating a public IP 

4. Creating a virtual network gateway  

5. Creating a local network gateway  

6. Adding a connection  

7. Verifying connectivity  

  

https://docs.datafabric.hpe.com/62/AdvancedInstallation/PreparingEachNode-memory.html
https://docs.datafabric.hpe.com/62/AdvancedInstallation/PreparingEachNode-memory.html
https://docs.datafabric.hpe.com/61/InteropMatrix/r_os_matrix_6.x.html
https://docs.datafabric.hpe.com/61/InteropMatrix/r_os_matrix_6.x.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices


Technical white paper Page 6 

 

1. Creating a Resource Group  

After logging in to the Azure portal, the Resource group can be created. In the Azure portal search pane, enter “Resource group” and 
then under the Marketplace offering select “Resource Group.” FIGURE 2 demonstrates how to search for “Resource group.” 

 

FIGURE 2. Searching for Resource group 

When creating any resource in Azure, it is a step-through configuration as seen in FIGURE 3. Most resources have several configuration 
settings tabs. In this paper, the settings tabs that were configured for this solution are shown in figures. For the rest of the option settings 
if not shown, for example the Tags in the figure below, it is assumed the Azure default options were used. This means the settings were 
either not selected by default (left blank) or the default selection by Azure was used.  

FIGURE 3 is an example of a resource group configuration.  

 

FIGURE 3. Creating a Resource group 

For all resources and services to function properly, all deployed resources in Azure for the HPE Ezmeral Data Fabric must be created in 
the same region, (US) West US for this solution.  

2. Creating a virtual network 

A virtual network can now be created. Click + Add and in the search box, enter “Virtual Network.” Add the virtual network resource as 
shown in FIGURE 4. 

The concept of a virtual network, or VNet, is similar to a traditional network. Each VNet created has its own address space. The address 
space in the VNet cannot overlap with address spaces used by the on-premises network. Azure documentation notes that having 
overlapping IP address spaces cause services to behave unpredictably or fail. 

https://docs.microsoft.com/en-us/azure/virtual-network/concepts-and-best-practices
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FIGURE 4. Adding a Virtual Network 

See FIGURE 5 for the settings that were used to create the VNet “ezmeral-vnet.” The address space of 172.24.0.0/16 was used as seen 
in FIGURE 1, as it does not overlap with the on-premises network address space of 10.92.3.0/24.  

A subnet was also created. The subnet was named “ezmeral_private_subnet” with the subnet address range of 172.24.8.0/24. The 
“ezmeral_private_subnet” subnet was created for the VMs used for the HPE Ezmeral Data Fabric.  

 

 

FIGURE 5. View of Virtual Network configuration options selected 
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3. Creating a public IP 

Next, create the public IP resource. See FIGURE 6 for the settings selected.  

A public IP needs to be created on Azure as it will be used by the on-premises environment's validated VPN device for establishing 
communication between the two sites. 

 

FIGURE 6. Public IP address configuration 

Make sure to select Dynamic for the IP address assignment. On the Azure site, this public IP address will be assigned to the VPN 
gateway created in the next step. In Azure only dynamic basic public IP addresses can be assigned to a VPN gateway. 

4. Creating a virtual network gateway  

The next resource to be created is the virtual network gateway. See FIGURE 7 for the selections made while deploying a virtual network 
gateway. 

The virtual network gateway is a software VPN endpoint for your VNet. This VPN gateway connection allows for connectivity between 
the previously created VNet and the on-premises environment.  

In the Gateway subnet address range option, the subnet range of 174.24.1.0/24 was entered. The gateway subnet is used exclusively 
by the Azure VPN software—no other resources can be deployed on it. The gateway subnet must be within the configured address 
space for the VNet previously created. It was more than sufficient to allocate a /24 subnet for this solution. 

NOTE 
It can take up to 45 minutes for the virtual network gateway to be successfully created. 
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FIGURE 7. Virtual Network configuration 

5. Creating a local network gateway  

See FIGURE 8 for the selections made to create the local network gateway.  

The local network gateway is a resource Azure uses to represent the on-premises network in your VNet. For the IP address and 
Address space options, this information was previously determined in TABLE 1. To obtain this information, the on-premises network 
administrator might need to be contacted.  
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FIGURE 8. Local Network Gateway configuration 

IMPORTANT 
After creating the local network gateway, the validated VPN device must be updated with the Azure public IP Address and the Azure VNet 
address space. 

6. Adding a connection 

See FIGURE 9 for the selections to create a Connection. 

The connection is a Site-to-Site (IPSEC) connection between the Azure virtual network gateway and the validated VPN device in use on-
premises.  

In the Shared Key (PSK) field, enter the shared-key value. The shared key has to match the validated VPN device’s value. This shared 
key, a string of text, is first created and entered on the validated VPN device. Some validated VPN devices have certain requirements 
when creating the shared-key value so it is first created and entered on the validated VPN device. For the IKE protocol selection, select 
the protocol used by the validated VPN device. Similar to step 5, this information in determined in TABLE 1. 
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FIGURE 9. Connection configuration 

7. Verifying connectivity 

The Site-to-Site VPN connection status can be seen by clicking the Connection resource. To verify the connection is successful, the 
Status area displays Connected, as shown in FIGURE 10. 

 

 

FIGURE 10. Site-to-Site VPN Connection status 
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FIGURE 11 displays all the created resources for the Site-to-Site VPN connection. 

 

FIGURE 11. Resources required to establish Site-to-Site VPN connectivity 

 

Deploying HPE Ezmeral Data Fabric on Azure 
After the Site-to-Site VPN connectivity has been established, the HPE Ezmeral Data Fabric can now be deployed on Azure. Then the two 
multi-site on-premises and cloud HPE Ezmeral Data Fabric clusters are ready to establish a secure trust relationship.  

Installing HPE Ezmeral Data Fabric 6.2 
To install the HPE Ezmeral Data Fabric software, the installer setup script was executed, then the installer web interface was used. 
Documentation links are provided in the following sections for details of the requirements for running the installation script and using the 
web installer. 

Installer prerequisites 
For installer prerequisites and guidelines, see HPE Ezmeral Data Fabric 6.2 Documentation - Installer Prerequisites and Guidelines. 

For establishing secure trust between clusters, you must have the ability to connect to all HPE Ezmeral Data Fabric nodes using their fully 
qualified domain name (FQDN). 

In this solution, the /etc/host file was configured for each node to resolve by FQDN. The /etc/host file was edited on all nodes as 
shown in FIGURE 12. More information on connectivity can be found at HPE Ezmeral Data Fabric 6.2 Documentation - Connectivity. 

 

FIGURE 12. etc/host file on each node 

Running the installer setup script and accessing the installer web interface 
This documentation was followed to run the installer setup script and use the web interface installer: HPE Ezmeral Data Fabric 6.2 
Documentation - Installer. 

During the web interface installation, you must select the Enable Secure Cluster option. If clusters are not secure it is not possible to 
establish any type of trust between them. More information about using the enable secure cluster option can be found at HPE Ezmeral Data 
Fabric 6.2 Documentation - Using the Enable Secure Cluster Option. 

After the HPE Ezmeral Data Fabric installation has successfully completed, an HPE Ezmeral Data Fabric license must be installed or only one 
HPE Ezmeral Data Fabric Container Location Database (CLDB) node will start. The cluster will not be fully functional because there is only 
one CLDB node, leaving no resiliency. This will cause services to fail.  

https://docs.datafabric.hpe.com/62/AdvancedInstallation/c_install_prerequisites.html
https://docs.datafabric.hpe.com/62/AdvancedInstallation/PreparingEachNode-connectivity.html
https://docs.datafabric.hpe.com/62/MapRInstaller.html
https://docs.datafabric.hpe.com/62/MapRInstaller.html
https://docs.datafabric.hpe.com/62/AdvancedInstallation/using_enable_secure_cluster_option.html
https://docs.datafabric.hpe.com/62/AdvancedInstallation/using_enable_secure_cluster_option.html
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Establishing multi-site HPE Ezmeral Data Fabric secure trust relationship 
After the HPE Ezmeral Data Fabric software installation is complete and a valid HPE Ezmeral Data Fabric license has been installed, a secure 
trust relationship must be established between the on-premises and cloud HPE Ezmeral Data Fabric clusters. The  
configure-crosscluster.sh utility is a script that creates a secure trust between both HPE Ezmeral Data Fabric clusters by 
exchanging shared keys and certificates required for cluster communication. After the script successfully completes, data can be shared 
between clusters by using mirroring and replication.  

Prerequisites for running the configure-crosscluster.sh utility 
See HPE Ezmeral Data Fabric 6.2 Documentation - configure-crosscluster.sh Prerequisites for the prerequisites before running the 
configure-crosscluster.sh utility. 

IMPORTANT 
The default HPE Ezmeral Data Fabric cluster administrative user ID must match for both clusters (on-premises and Azure). For this solution, 
you will probably need to change the cluster administrative user ID for the Azure deployment. 

Running the configure-crosscluster.sh utility 
The quick configuration steps were followed to run the configure-crosscluster.sh utility. The details for these steps can be found 
at HPE Ezmeral Data Fabric 6.2 Documentation - Quick Configuration. 

The sample output of executing the configure-crosscluster.sh utility is shown in FIGURE 13. The configure-
crosscluster.sh utility was run from the on-premises cluster and the Remote IP displayed is a node in the HPE Ezmeral Data Fabric in 
Azure. 

 

FIGURE 13. configure-crosscluster.sh utility output 

GLOBAL DATA SHARE ON MULTI-SITE ON-PREMISES AND CLOUD HPE EZMERAL DATA 
FABRIC 
Now that the secure trust relationship is established, the multi-site on-premises and cloud HPE Ezmeral Data Fabric clusters can now share 
data and access regardless of location. We now have the advantages of on-premises and cloud environments without siloing data.  

Multi-site global namespace 
Using HPE Ezmeral Data Fabric POSIX file system capabilities, data can now be directly mounted into the file systems. This allows a global 
namespace—independent of the physical data location. The HPE Ezmeral Data Fabric clusters have a common view on the data that 
simplifies how users interact and share information. See FIGURE 14 as an example of this consistent and simplified view of the data. It shows 
the file system view for one of the HPE Ezmeral Data Fabric nodes in Houston (or on-premises) and one of the HPE Ezmeral Data Fabric 
nodes in the cloud (Azure). 

https://docs.datafabric.hpe.com/62/ReferenceGuide/configure-crosscluster.sh.html#configure-crosscluster__prereq
https://docs.datafabric.hpe.com/62/SecurityGuide/SetupCrossClusterSecurity.html
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FIGURE 14. Global namespace 

Single Pane of Management 
The ease of management extends to the HPE Ezmeral Data Fabric Control System GUI. You can easily switch between your on-premises 
cluster and the cluster in the cloud to complete routine maintenance, update settings, or to restart services. Most importantly, data access 
policies can also be applied and managed via this unified control system GUI. FIGURE 15 is an example view of easy switching between 
clusters.  

 

FIGURE 15. Single Pane of Management GUI 

In addition to the GUI, CLI commands and REST calls can be used for cluster operation and configuration. This allows control of a global 
distributed cluster federation from a single site, like the data center. 

Mirroring 
Using HPE Ezmeral Data Fabric mirroring capabilities, volumes can be mirrored from the on-premises site to the cloud. Mirroring can be part 
of a disaster recovery plan. For example, if an on-premises site has a production cluster running services, and a data science team wants to 
run experiments with the data at the production cluster, the data can be mirrored to the cloud with no impact to the on-premises cluster the 
team wants to use for their data experiments. 

SUMMARY 
Organizations already operate on-premises and cloud environments. The challenge they are faced with is how to prevent creating data silos. 
Data that is siloed is difficult to access and creates delays on time to insights. Enterprises often find themselves with complicated layered 
solutions to solve their problem of data access. These layered solutions are not designed to address all aspects of making the data usable 
and further complicate managing access controls and data security. The HPE Ezmeral Data Fabric provides a singular platform that address 
all these challenges. Being infrastructure agnostic makes the HPE Ezmeral Data Fabric the perfect choice for integrating on-premises and 
cloud deployments.  

For this solution, a secure IP connection was established between an on-premises HPE Ezmeral Data Fabric cluster and an Azure cloud 
environment. After connectivity was established between both sites, the HPE Ezmeral Data Fabric was installed on the Azure cloud 
environment. A secure cluster trust relationship was established after both sites were running HPE Ezmeral Data Fabric instances. After the 
clusters established a secure cluster trust relationship, multi-site on-premises and cloud HPE Ezmeral Data Fabric clusters were now running 
with easy data-share capabilities. This is the foundation for modern workloads and allows global distributed teams to gain insights quickly. 
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